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ABSTRACT: The rapid advancement of generative Artificial Intelligence has significantly increased the creation of 

AI-generated digital content such as synthetic images and deepfakes. This has introduced major challenges in cyber 

security, digital forensics, and content authenticity verification. Conventional image analysis techniques often fail to 

accurately identify AI-generated content because modern generative models produce highly realistic outputs with 

minimal visible artifacts. This paper attempts to provide an advanced framework for Reverse Prompt Engineering and 

AI-generated image forensic analysis. The proposed system performs multimodal analysis using metadata inspection, 

forensic feature evaluation, AI probability estimation, and prompt reconstruction techniques. The framework analyzes 

uploaded images through integrated forensic modules such as EXIF metadata analysis, Error Level Analysis (ELA), 

FFT-inspired spectral analysis, and AI-assisted interpretation. The performance of the proposed system is analyzed 

based on forensic consistency, AI-generation probability, and reconstructed prompt estimation. The proposed system 

shows effective identification of synthetic media and improves digital forensic investigation capabilities through 

multimodal forensic analysis. 
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I. INTRODUCTION 

 

Artificial Intelligence generated content consists of synthetic images, manipulated media, and AI-created visual content 

produced using advanced generative models such as diffusion models and Generative Adversarial Networks (GANs). 

AI-generated content can be created rapidly with high visual quality and can be distributed through digital platforms 

without restriction. The easy accessibility and realistic generation capability of modern AI systems make them highly 

suitable for media creation, entertainment, advertising, and social networking applications. 

 

 AI-generated images have introduced major challenges in cyber security and digital forensics because modern 

generative models produce highly realistic outputs with minimal visible artifacts. Conventional forensic techniques 

often fail to accurately identify synthetic media due to the absence of metadata traces and the presence of visually 

coherent structures. The misuse of AI-generated content in deepfakes, fake news, identity impersonation, and 

manipulated digital evidence has increased the importance of advanced forensic investigation systems. Researchers and 

industries are continuously working on techniques to improve synthetic media detection and content authenticity 

verification. But reverse prompt engineering and multimodal forensic analysis play an important role in AI-generated 

content investigation because these techniques help identify how the content was generated and whether the media is 

authentic or manipulated. 

 

 The main purpose of reverse prompt engineering and forensic analysis systems is to improve the identification of AI-

generated content and reconstruct the probable prompts used for content generation. These systems are not only related 

to detecting synthetic images but also to analyzing metadata inconsistencies, forensic artifacts, and AI generation 

patterns to improve digital investigation capabilities. Reverse prompt engineering techniques can be based on multiple 

forensic metrics: i) AI probability estimation ii) multimodal forensic analysis. The first metric focuses on identifying 

synthetic media using AI-assisted interpretation and forensic indicators. The second metric focuses on metadata 

analysis, Error Level Analysis (ELA), FFT-inspired spectral analysis, and prompt reconstruction techniques for 

improving digital forensic investigation accuracy [1]. 
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II. RELATED WORK 

 

In [2] authors used metadata inspection techniques for detecting manipulated and AI-generated images by analyzing 

camera signatures, software traces, and EXIF inconsistencies present within digital media files. According to their 

approach missing metadata and editing traces were treated as suspicious forensic indicators for synthetic media 

detection. Deep learning based synthetic image detection techniques were considered in [3]. Authors used 

Convolutional Neural Networks and feature extraction mechanisms to identify hidden generation artifacts, texture 

inconsistencies, and abnormal visual patterns in AI-generated images. Frequency domain analysis and spectral feature 

extraction were also considered for improving detection accuracy. In [4] multimodal analysis techniques were used for 

reverse prompt engineering and AI content interpretation. Visual semantics, object relationships, and contextual 

structures were analyzed to reconstruct probable prompts used for AI image generation. Semantic matching functions 

were used to improve prompt estimation accuracy. In [5] authors improved AI-generated content analysis by 

implementing forensic scoring mechanisms into digital investigation systems. Images containing suspicious visual 

structures and metadata inconsistencies were assigned higher AI probability scores for improving synthetic media 

identification. In [6] Authors had integrated metadata analysis with AI-assisted interpretation models for improving 

digital forensic investigations. Only suspicious images were considered for deeper forensic evaluation while remaining 

images were classified using standard analysis techniques. AI probability scores and forensic consistency values were 

generated through multimodal investigation methods. In [7] authors considered reverse prompt reconstruction and 

multimodal forensic analysis for AI-generated content detection, as contextual semantic analysis helped improve 

prompt estimation and synthetic media identification accuracy. Reverse prompt engineering was performed by 

analyzing image composition, texture distribution, and visual consistency patterns. After image analysis was 

completed, the system generated forensic summaries and probable generation prompts. Multimodal analysis techniques 

were used to improve digital forensic investigation and AI-generated content identification accuracy. 

 

III. PROPOSED ALGORITHM 

 

A. Design Considerations: 

• Uploaded images are converted into Base64 format for processing. 

• Metadata extraction is performed using EXIF analysis techniques. 

• AI-generated content probability is calculated using multimodal forensic analysis. 

•    Considered both single image and batch image analysis modes. 

• Reverse prompt reconstruction is performed using AI-assisted interpretation. 

• Images containing suspicious forensic indicators are treated as synthetic or manipulated content. 

• The generated forensic report is considered as the final investigation output. 

 

B. Description of the  Proposed Algorithm: 

Aim of the proposed system is to improve AI-generated content detection and reverse prompt engineering using 

multimodal forensic analysis techniques. The proposed system consists of three main steps. 

 

Step 1:  Calculating AI Probability Score: 

        The AI probability score (APSimage) of each uploaded image relative to its forensic indicators is calculated using 

multimodal forensic analysis techniques. 

       APSimage α FIimage 

       APSimage = k(FIimage)                                                                                                             eq. (1) 

 

where k is a constant and FIimage represents the forensic indicators extracted from the uploaded image. 

 

Step 2: Selection Criteria: 

Images should contain suspicious forensic indicators and metadata inconsistencies to be classified as AI-generated or 

manipulated content. All uploaded images are analyzed using metadata inspection, AI-assisted interpretation, Error 

Level Analysis (ELA), and FFT-inspired spectral analysis. Images containing suspicious metadata traces, synthetic 

visual patterns, or abnormal forensic structures are considered as feasible suspicious samples. Images with higher AI 

probability scores are assigned higher forensic risk levels. This selection criterion helps improve synthetic media 

identification and reverse prompt reconstruction accuracy. We tried to avoid incorrect classification of authentic images 
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by combining multiple forensic metrics into a unified investigation process. AI probability score of each uploaded 

image is calculated according to forensic indicators and the total forensic consistency score (TFCS) for the image is 

calculated using eq. (2). 

  TFCS= ∑_(i=1)^m▒FI eq. (2) 
 

where m is the number of forensic indicators in the uploaded image and FI represents suspicious forensic characteristics 

extracted during analysis. The image having maximum forensic consistency score i.e. max (TFCS) will be selected as 

highly suspicious AI-generated content. 

 

Step 3: Calculating Reverse Prompt Estimation: 

After forensic analysis is completed, reverse prompt estimation for each uploaded image is calculated using semantic 

interpretation and contextual visual analysis techniques. The reconstructed prompt estimation (RPE) is calculated using 

eq. (3) with parameters AI probability score (APSimage) and forensic indicators (FIimage). 

 

RPE = APSimage + FIimage            

                    eq. (3)                           

 

IV. PSEUDO CODE 

 

Step 1: Upload and preprocess all input images. 

Step 2:  Calculate the APSimage for each uploaded image using eq. (1). 

Step 3:  Check the below condition for each uploaded image till all forensic analysis operations are completed. 

                if (FIimage >= Suspicious Threshold)  

                         Classify image as AI-generated or manipulated.. 

               else 

             Classify image as authentic content. 

               end 

Step 4:  Calculate the total forensic consistency score for all uploaded images using eq. (2). 

Step 5: Select the energy efficient route on the basis of minimum total transmission energy of the route.  

Step 6:  Calculate the reverse prompt estimation using eq. (3). 

Step 7: Generate forensic investigation report. 

Step 8: End.     

 

V. SIMULATION RESULTS 

 

The simulation studies involve AI-generated image forensic analysis using uploaded digital images as shown in Fig.1. 

The proposed reverse prompt engineering and multimodal forensic analysis system is implemented using React, 

TypeScript, Express.js, and Gemini AI integration. We analyzed different categories of synthetic and authentic images 

through the proposed forensic framework. Proposed system is compared between two metrics AI Probability Score and 

Forensic Consistency Score on the basis of synthetic media identification accuracy, reverse prompt estimation, and 

forensic investigation capability. We considered the forensic analysis time as investigation processing time and 

processing time is calculated during image analysis and report generation operations. Our results shows that the metric 

forensic consistency score performs better than AI probability estimation in terms of synthetic media identification, 

prompt reconstruction, and forensic investigation accuracy.. 

 

The forensic analysis system showed in Fig. 1 is able to identify suspicious AI-generated content with higher forensic 

consistency score and improved reverse prompt estimation accuracy. And the forensic investigation capability is also 

improved for multimodal forensic analysis. It clearly shows in Fig. 2 that the forensic consistency score provides more 

accurate synthetic media identification than individual AI probability estimation. As the uploaded images contain 

different forensic characteristics and metadata structures, the analysis results vary according to image composition and 

generation patterns. After uploaded images were analyzed the reconstructed prompts and forensic investigation 

summaries are shown in Fig .3 and forensic probability estimation results are shown in Fig. 4. Our results shows that 

the proposed multimodal forensic analysis system performs better in terms of AI-generated content detection, reverse 

prompt estimation, and digital forensic investigation capability. 
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Fig.1.  Forensic Analysis Structure          Fig. 2. Performance Comparison Results 

 

 
 

Fig. 3. Reverse Prompt Estimation Results         Fig 4. Multimodal Analysis Accuracy 

 

VI. CONCLUSION AND FUTURE WORK 

 

 The simulation results showed that the proposed reverse prompt engineering system performs better with the forensic 

consistency score metric than the AI probability score metric. The proposed system provides improved AI-generated 

content detection and enhances digital forensic investigation capability through multimodal analysis techniques. As the 

performance of the proposed system is analyzed between two forensic metrics, in future with some modifications in 

forensic design considerations the performance of the proposed system can be compared with other AI-generated 

content detection and reverse prompt engineering techniques. We have used a limited number of forensic analysis 

modules, as the number of forensic parameters increases the complexity will increase. We can increase the number of 

forensic investigation modules and analyze the performance. 
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